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Who am I 

ÅSecurity Researcher at Norman 

ÅMalware Detection Team (MDT) 

ÅInterests 

ÅVulnerability research 

ÅOperating system internals 

ÅPast Work 

ÅKernel Pool Exploitation on Windows 7 

ÅMitigating NULL Pointer Exploitation on Windows 
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About this Talk 

ÅSeveral vulnerability classes related to 
windows hooks and user-mode callbacks 

ÅNull pointer dereferences 

ÅUse-after-frees 

ÅResulted in 44 patched privilege escalation 
vulnerabilities in MS11-034 and MS11-054 

ÅSeveral unannounced vulnerabilities were also 
addressed as part of the variant discovery process 

ÅRequires understanding of several mechanisms 
specific to NT and win32k 
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Introduction 

Win32k and User-Mode Callbacks 
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Win32k 

ÅThe Windows GUI subsystem was traditionally 
implemented in user-mode 

ÅUsed a client-server process model 

ÅIn NT 4.0, a large part of the server component 
(in CSRSS) was moved to kernel-mode 

ÅIntroduced Win32k.sys 

ÅToday, Win32k manages both the Window 
Manager (USER) and the Graphics Device 
Interface (GDI) 
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User-Mode Callbacks 

ÅAllows win32k to make calls back into user-
mode and operate on user-mode data 

ÅInvoke application defined hooks 

ÅProvide event notifications 

ÅRead and set properties in user-mode structures 

ÅImplemented in the NT executive 

Ånt!KeUserModeCallback 

ÅWorks like a reverse system call 
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Win32k vs. User-Mode Callbacks 

ÅWin32k uses a global locking design in creating 
a thread-safe environment 
ÅPresumably remnants of the old subsystem design 

Å/ŀƭƭōŀŎƪǎ άƛƴǘŜǊǊǳǇǘέ ƪŜǊƴŜƭ ŜȄŜŎǳǘƛƻƴ ŀƴŘ 
allow win32k structures and object properties 
to be modified 

ÅInsufficient checks or validation may result in 
numerous vulnerabilities 
ÅUse-after-frees 

ÅNULL pointer dereferences 

Å++ 
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Previous Work 

ÅMxatone - Analyzing local privilege escalations in 
win32k (Uninformed vol.10) 
ÅInsufficient validation of data returned from user-mode 

callbacks 

ÅWin32k Window Creation Vulnerabilities 
ÅCVE-2010-0484 (MS10-032) 
ÅWindow parent not revalidated after callbacks 

ÅCVE-2010-1897 (MS10-048) 
ÅPseudo handle provided in callback not sufficiently validated 

ÅStefan Esser - State of the Art Post Exploitation in 
Hardened PHP Environments (BlackHat USA 2009) 
ÅInterruption vulnerabilities 
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Goals 

ÅShow how user-mode callbacks without very 
stringent checks may introduce several subtle 
vulnerabilities 

ÅShow how such vulnerabilities may be 
exploited using pool and kernel heap 
manipulation 

ÅPropose a method to generically mitigate 
exploitability of NULL pointer dereference 
vulnerabilities 
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Win32k 

Architecture and Design 
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Windows NT 3.51 

ÅModified microkernel design 

ÅFile systems, network protocols, IPC, and drivers are 
implemented in kernel mode 

ÅFollowed a more pure microkernel approach in 
its implementation of the GUI subsystem 

ÅWindow Manager and GDI implemented in the 
Client-Server Runtime SubSystem (CSRSS) 

ÅOptimized for performance 

ÅShared memory design 

ÅPaired threads between client and server (FastLPC) 
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Windows NT 3.51 Win32 Subsystem 

Win32  
Subsystem  

Console  

Window  
Manager  

Graphics Device Interface  

Graphics Device 
Drivers  

Operating System 
Functions  

Executive  Services  

Microkernel  

HAL 

Kernel  

User  

Text windowing 
support  

Client Server Runtime 
SubSystem  (CSRSS)  

Drawing library for 
graphics output devices  

Hardware dependent 
graphics drivers  

Handles input and 
manages screen I/O  

Supports all components 
in the subsystem  
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Drawbacks of the NT 3.51 Design 

ÅGraphics and windowing subsystem have a very 
high rate of interaction with hardware 

ÅVideo drivers, mouse, keyboard, etc. 

ÅClient-server interaction involves excessive 
thread and context switching 

ÅGreatly affects graphics rendering performance 

ÅHigh memory requirements 

ÅUses 64K shared memory buffer to accumulate and 
pass parameters between the client and server 
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Windows NT 4.0 

ÅMoved the Window Manager, GDI and graphics 
device drivers to kernel-mode 
ÅIntroduced win32k.sys 

ÅEliminated the need for shared buffers and 
paired threads 
ÅResults in fewer thread and context switches 

ÅReduces memory requirements 

ÅSome old performance tricks were still 
maintained 
ÅE.g. caching of management structures in the user 
ƳƻŘŜ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ŎƭƛŜƴǘΩǎ ŀŘŘǊŜǎǎ space 
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Win32k.sys in Windows NT 4.0 

Console  

Kernel  

User  

CSR  
Subsystem  

Window  
Manager  

Graphics  
Device Interface  

Microkernel  

HAL 

Graphics  
Device  Drivers  

Win32k.sys  
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Win32k 

ÅKernel component of the Win32 subsystem 

ÅImplements the kernel side of 

ÅWindow Manager (USER) 

ÅGraphics Device Interface (GDI) 

ÅProvides thunks to DirectX interfaces 

ÅHas ƛǘΩǎ ƻǿƴ ǎȅǎǘŜƳ Ŏŀƭƭ ǘŀōƭŜ 

ÅMore than 800 entries on Windows 7 

Åwin32k!W32pServiceTable 
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Window Manager (USER) 

ÅSeveral responsibilities 

ÅControls window displays 

ÅManages screen output 

ÅCollects input from keyboard, mouse, etc. 

ÅCalls application-defined hooks 

ÅPasses user messages to applications 

ÅManages user objects 

ÅThe component this talk will focus on 
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Graphics Device Interface (GDI) 

ÅManages the graphics output and rendering 

ÅLibrary of functions for graphics output devices 

ÅIncludes functions for line, text, and figure drawing 
and for graphics manipulation 

ÅManages GDI objects such as brushes, pens, DCs, 
paths, regions, etc. 

ÅProvides APIs for video/print drivers 

ÅSlow compared to Direct2D/DirectWrite 

ÅWill probably be replaced at some point 
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DirectX Thunks 

ÅEntry point thunks for DirectX support 

ÅNtGdiDd* or NtGdiDDI*  

ÅCalls corresponding functions in the DirectX 
driver 

Ådxg.sys (XDDM) or dxgkrnl.sys (WDDM) depending on 
the display driver model used 

ÅDisplay drivers hook DXG interfaces to 
hardware accelerate or punt back to GDI 
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Window Manager 

User Objects and Thread Safety 
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User Objects 

ÅAll user handles for entities such as windows and 
cursors are backed by their own object 
ÅAllocated in win32k!HMAllocateObject 

ÅEach object type is defined by a unique structure 
Åwin32k!tagWND 

Åwin32k!tagCURSOR 

ÅUser objects are indexed into a dedicated handle 
table maintained by win32k 

ÅHandle values are translated into object pointers 
using the handle manager validation APIs 
Åwin32k!HMValidateHandle(..) 
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User Object Header 

ÅEvery user object starts with a HEAD structure 

Åkd> dt win32k!_HEAD 
Å+0x000 h  : Ptr32 Void // handle value 

Å+0x004 cLockObj : Uint4B  // lock count 

ÅThe lock count tracks object use 
ÅAn object is freed when the lock count reaches zero 

ÅAdditional fields are defined if the object is owned 
by a thread or process, or associated with a 
desktop 
Åwin32k!_THRDESKHEAD 

Åwin32k!_PROCDESKHEAD 
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User Handle Table 

ÅAll user objects are indexed into a per-session 
handle table 
ÅInitialized in win32k!Win32UserInitialize 

ÅPointer to the user handle table is stored in the 
win32k!tagSHAREDINFO structure 
Åuser32!gSharedInfo (Win 7) or win32k!gSharedInfo 

Å kd> dt win32k!tagSHAREDINFO 
Å+0x000 psi  : Ptr32 tagSERVERINFO 

Å+0x004 aheList  : Ptr32 _HANDLEENTRY 

Å+0x008 HeEntrySize : Uint4B 

Å+0x00c pDispInfo  : Ptr32 tagDISPLAYINFO 

Å+0x010 ulSharedDelta : Uint4B 
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User Handle Table Entries 

ÅEach entry in the user handle table is represented 
by a HANDLEENTRY structure 

Åkd> dt win32k!_HANDLEENTRY 
Å+0x000 phead  : Ptr32 _HEAD 

Å+0x004 pOwner  : Ptr32 Void 

Å+0x008 bType  : Uchar 

Å+0x009 bFlags  : Uchar 

Å+0x00a wUniq  : Uint2B 

ÅHolds pointers to the object, its owner, type, flags, 
and a unique seed for the handle values 
Åhandle = handle_table_index | (wUniq << 0x10) 

ÅwUniq is incremented on object free 
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User Handle Table Entries 

object  owner  bType  bFlags  wUniq  

0 0 0 0 0 

ff9d1d28  0 c 0 1 

ffbbd498  ffb09678  1 40  1 

ffb658f0  ffbbc958  3 0 1 

ff650618  ffb09678  1 0 1 

ffb64918  ffbbc958  3 0 1 

Pointer to object 
in kernel memory  

Pointer to owner 
(THREADINFO or 
PROCESSINFO)  

Object type (e.g. 
window, cursor, 

menu, etc.)  

Object flags (e.g. 
being destroyed)  

Unique 
counter  
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User Objects In Memory 

ÅUser objects are stored in the session pool, the 
desktop heap or the shared heap 
ÅSet in the handle type information table 

(win32k!gahti) 

ÅThe desktop heap and shared heap are read-
only mapped into user address space 
ÅUsed to avoid kernel transitions 

ÅObjects associated with a particular desktop 
are stored on the desktop heap 

ÅRemaining objects are stored in the shared 
heap or the session pool 
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Handle Table & Objects In Memory 

Application  

Shared Section  

User Handle 
Table  

User  Kernel  

Shared Section  

Desktop Heap  

Session 
Pool 

 
 
 
 

Desktop Heap  

User Handle Table  

Shared Heap  

Shared Heap  

Object  

Object  

Object  Object  

Object  Object  

Read-only 
mapped memory  
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Shared Section User Mapping 

ÅThe shared section is mapped into a GUI process 
upon initializing the client Win32 subsystem 

ÅEssentially means loading user32.dll 

ÅMapping itself is performed by CSRSS in calling 
NtUserProcessConnect (InitMapSharedSection) 

ÅThe user handle table, at the base of the shared 
section, can be obtained in at least two ways 

ÅFrom user32!gSharedInfo (exported on Windows 7) 

ÅFrom the connection information buffer returned by 
CsrClientConnectToServer upon specifying 
USERSRV_SEVERDLL_INDEX (3) 
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Handle Table From User-Mode 
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Desktop Heap User Mapping 

ÅFor each GUI thread, win32k maps the associated 
desktop heap into the user-mode process 

ÅPerformed by win32k!MapDesktop 

ÅInformation on the desktop heap is stored in the 
desktop information structure 

ÅHolds the kernel address of the desktop heap 

ÅAccessible from user-mode 

ÅNtCurrentTeb()->Win32ClientInfo.pDeskInfo 

Åkd> dt win32k!tagDESKTOPINFO 

Å+0x000 pvDesktopBase : Ptr32 Void 

Å+0x004 pvDestkopLimit : Ptr32 Void 
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Kernel-Mode -> User-Mode Address 

ÅUser-space address of desktop heap objects are 
computed using ulClientDelta  
ÅNtCurrentTeb()->Win32ClientInfo.ulClientDelta 

ÅUser-space address of shared heap objects are 
computed using ulSharedDelta 
ÅDefined in win32k!tagSHAREDINFO 

Desktop Heap  

Window  

User  Kernel  

Cursor  

Desktop Heap  

Window  Cursor  

ulClientDelta  
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User Object From User-Mode 

HEAD structure  

Window procedure  
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User Object Types 

ÅOn Windows 7, there are 21 different user 
ƻōƧŜŎǘ ǘȅǇŜǎ όнн ƛƴŎƭǳŘƛƴƎ ǘƘŜ ΨŦǊŜŜΩ ǘȅǇŜύ 

ÅLƴŎƭǳŘŜǎ ΨǘƻǳŎƘΩ ŀƴŘ ΨƎŜǎǘǳǊŜΩ ƻōƧŜŎǘǎ 

ÅInformation on each type is stored in the 
handle type information table 

Åwin32k!ghti (undocumented structure) 

ÅDefines the destroy routines for each type 

ÅDefines target memory location (desktop/shared 
heap, session pool) 
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User Object Types #1 

ID  TYPE  OWNER  MEMORY  

0 Free  

1 Window  Thread  Desktop Heap / 
Session Pool *  

2 Menu  Process  Desktop Heap  

3 Cursor  Process  Session Pool  

4 SetWindowPos  Thread  Session  Pool 

5 Hook  Thread  Desktop  Heap  

6 Clipboard Data  Session Pool  

7 CallProcData  Process  Desktop Heap  

8 Accelerator  Process  Session  Pool 

9 DDE Access  Thread  Session Pool  

10  DDE Conversation  Thread  Session Pool  

* Stored on the desktop heap if the window is associated with a desktop  
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User Object Types #2 

ID  TYPE  OWNER  MEMORY  

11  DDE Transaction  Thread  Session  Pool 

12  Monitor  Shared Heap  

13  Keyboard  Layout  Session Pool  

14  Keyboard File  Session Pool  

15  Event Hook  Thread  Session Pool  

16  Timer  Session Pool  

17  Input Context  Thread  Desktop Heap  

18  Hid Data  Thread  Session Pool  

19  Device Info  Session Pool  

20 (Win 7)  Touch  Thread  Session Pool  

21 (Win 7)  Gesture  Thread  Session Pool  



11. august 2011 

User Critical Section 

ÅUnlike NT, the Window Manager does not 
exclusively lock each user object 
ÅImplements a global lock per session 

ÅEach kernel routine that operates on win32k 
structures or objects must first acquire a lock 
on win32k!gpresUser 
ÅExclusive lock used if write operations are involved 

ÅOtherwise, shared lock is used 

ÅClearly not designed to be multithreaded 
ÅE.g. two separate applications in the same session 

cannot process their message queues simultaneously 
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Shared and Exclusive Locks 

Acquire exclusive lock  

Acquire shared lock  
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User-Mode Callbacks 

Kernel to User Interaction 
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User-Mode Callbacks 

ÅIn interacting with user-mode data, win32k is 
required to make calls back into user-mode 

ÅLead to the concept of user-mode callbacks 

ÅImplemented in nt!KeUserModeCallback 

ÅWorks like a reverse system call 

ÅPreviously researched by Ivanlef0u and mxatone, 
among others 

ÅUsed extensively in user object handling 

ÅSome user objects store data in user-mode 
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KeUserModeCallback 

ÅNTSTATUS KeUserModeCallback ( 
 IN ULONG ApiNumber, 
 IN PVOID InputBuffer, 
 IN ULONG InputLength, 
 OUT PVOID * OutputBuffer, 
 IN PULONG OutputLength ); 

ÅApiNumber is an index into the user-mode callback 
function table 
ÅCopied to the Process Environment Block (PEB) during the 

initialization of USER32.dll in a given process 

Åkd> dt nt!_PEB KernelCallbackTable 
Å+0x02c KernelCallbackTable : Ptr32 Void 
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KeUserModeCallback Internals 

ÅIn a system call, a trap frame is stored on the 
kernel thread stack by KiSystemService or 
KiFastCallEntry 

ÅUsed to save thread context and restore registers 
upon returning to user-mode 

ÅKeUserModeCallback creates a new trap frame 
(KTRAP_FRAME) before invoking KiServiceExit 

ÅSets EIP to ntdll!KiUserCallbackDispatcher 

ÅReplaces TrapFrame pointer of the current thread 

ÅInput buffer is copied to the user-mode stack 
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NTOSKRNL 

USER32  

NTDLL 

KeUserModeCallback 

user  

kernel  

KeUserModeCallback  

KiUserCallbackDispatcher  NtCallbackReturn  

Switch to kernel 
callback stack  

NtCallbackReturn  

Create new TRAP_FRAME and set 
EIP to KiUserCallbackDispatcher   

Restore original 
TRAP_FRAME 

Restore original 
kernel stack  

CallbackFunction  User application  

__ ClientLoadLibrary  

__ ClientEventCallback  

KernelCallbackTable  

kd > dps  poi(7ffda000+2c) l69  

75ccf620  75cb6443 user32!__fnCOPYDATA  

75ccf624  75cff0e4 user32!__fnCOPYGLOBALDATA  

75ccf628  75cc736b user32!__fnDWORD  

75ccf62c  75cbd603 user32!__fnNCDESTROY  

75ccf630  75ce50f9 user32!__fnDWORDOPTINLPMSG  

75ccf634  75cff1be user32!__fnINOUTDRAG  

75ccf638  75ce6cd0 user32!__fnGETTEXTLENGTHS  

75ccf63c  75cff412 user32!__ fnINCNTOUTSTRING 
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Kernel Callback Stack 

ÅOn Vista/Windows 7, the kernel creates a new kernel 
thread stack for use during the user-mode callback 
ÅWindows XP would simply grow the existing stack 

ÅThe new trap frame is stored on the new kernel stack 

ÅInformation on the previous kernel stack is stored in a 
KSTACK_AREA structure 
ÅStored at the base of every kernel thread stack 

kd > dt  nt !_KSTACK_AREA 

   +0x000 FnArea            : _FNSAVE_FORMAT 

   +0x000 NpxFrame          : _FXSAVE_FORMAT 

   +0x1e0 StackControl      : _KERNEL_STACK_CONTROL 

   +0x1fc Cr0NpxState      : Uint4B  

   +0x200 Padding          : [4] Uint4B  

kd > dt  nt !_KERNEL_STACK_CONTROL - b 

   +0x000 PreviousTrapFrame  : Ptr32  

   +0x000 PreviousExceptionList  : Ptr32  

   +0x004 StackControlFlags  : Uint4B  

   +0x004 PreviousLargeStack  : Pos 0, 1 Bit  

   +0x004 PreviousSegmentsPresent  : Pos 1, 1 Bit  

   +0x004 ExpandCalloutStack  : Pos 2, 1 Bit  

   +0x008 Previous         : _KERNEL_STACK_SEGMENT  

      +0x000 StackBase         : Uint4B  

      +0x004 StackLimit        : Uint4B  

      +0x008 KernelStack       : Uint4B  

      +0x00c InitialStack      : Uint4B  

      +0x010 ActualLimit       : Uint4B  
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Kernel Callback Stack Layout 

KTRAP_FRAME  

KSTACK_AREA  

Kernel stack base  

Kernel callback stack  

New stack pointer 
(ESP/RSP)  

Information on previous 
trap frame and kernel stack 

(address, etc.)  

Trap frame with EIP = 
ntdll!KiUserCallbackDispatcher  
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NtCallbackReturn 

ÅNTSTATUS NtCallbackReturn ( 
 IN PVOID Result OPTIONAL, 
 IN ULONG ResultLength, 
 IN NTSTATUS Status ); 

ÅUsed to resume execution in the kernel after a 
user-mode callback 

ÅCopies the result of the callback back to the 
original kernel stack 

ÅRestores original trap frame and kernel stack by 
using the information held in the KSTACK_AREA 

ÅDeletes the kernel callback stack upon completion 
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Applications of User-Mode Callbacks 

ÅUser-mode callbacks allow win32k to perform a 
variety of tasks 

ÅInvoke application-specific windows hooks 

ÅProvide event notification 

ÅCopy data to and from user-mode (e.g. for DDE) 

ÅHooks allow users to execute code in response 
to certain actions performed by win32k 

ÅCalling a window procedure 

ÅCreating or destroying  

ÅProcessing keyboard or mouse input 
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Windows Hooks 

ÅSet using the SetWindowsHook APIs 
ÅInvoked by the kernel through calls to xxxCallHook 

ÅTypically used to monitor certain system events 
and their associated paramters 

ÅMay alter function parameters depending on 
the type of hook 
ÅE.g. change the z-ordering of a window in a create 

window hook 

ÅProcessed synchronously 
ÅThe user-mode hook is called immediately at the time 

when the appropriate conditions are met 
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CreateWindow CBT Hook Example 

Application calls 
CreateWindowEx  

Handle returned to 
application  

Creates window 
object  

Assigns class to 
window object  

Invoke CBT hook (if set)  

Sends 
WM_NCCREATE 

message  

Sends WM_CREATE 
message  

User -defined CBT 
Hook Function  

...  

Kernel  User  
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Event Hooks 

ÅSet using the SetWinEventHook APIs 
ÅInvoked by the kernel through calls to 

xxxWindowEvent 

ÅUsed to notify a user-mode process that a 
certain event occured or is about to occur 
ÅE.g. inform that a new window has been created 

ÅCan be processed both synchronously and 
asynchronously (deferred events) 
ÅIn the latter case, the kernel calls 

xxxFlushDeferredWindowEvents to flush the event 
queue 
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Kernel Attacks through User-Mode 
Callbacks 

Vulnerabilities in Win32k 
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User Critical Section vs. Callbacks 

ÅWhenever a callback is executed, the kernel 
leaves the win32k user critical section 

ÅAllows win32k to perform other tasks while user-
mode code is being executed 

ÅUpon returning from a callback, win32k must 
ensure that referenced objects are still in the 
expected state 

ÅE.g. a callback could call SetParent() to update the 
parent of a window 

ÅInsufficient checks may lead to vulnerabilities 
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Function Name Decoration 

ÅWin32k.sys uses function name decoration to keep 
track of functions that leave the critical section 

ÅtǊŜŦƛȄŜŘ άȄȄȄέ ŀƴŘ άzzzέ 

ÅFunctions ǇǊŜŦƛȄŜŘ άȄȄȄέ may leave the critical 
section and invoke a user-mode callback 

ÅMay sometimes require a specific argument or set of 
arguments to trigger the actual callback 

ÅCǳƴŎǘƛƻƴǎ ǇǊŜŦƛȄŜŘ άzzzέ ǘȅǇƛŎŀƭƭȅ ƛƴǾƻƪŜ ŀ ŘŜŦŜǊǊŜŘ 
event callback 

ÅHowever, if win32k!gdwDeferWinEvent is null, an 
immediate callback is performed 
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Function Name Decoration Issues 

ÅFunctions that leave the critical section and invoke 
user-mode callbacks are not always prefixed 

ÅCould lead to invalid assumptions by the programmer 

ÅEasy to spot using IDAPython and cross referencing 

Å[ŀŎƪ ƻŦ ŎƻƴǎƛǎǘŜƴŎȅ ƛƴ ōŜƘŀǾƛƻǊ ƻŦ άzzzέ ŦǳƴŎǘƛƻƴǎ 

Å{ƻƳŜ άzzzέ ŦǳƴŎǘƛƻƴǎ ǎŜŜƳ ǘƻ ƛƴŎǊŜƳŜƴǘ 
gdwDeferWinEvent while others do not 

 
Windows  7 RTM  Windows 7 (MS11 - 034)  

MNRecalcTabStrings  xxxMNRecalcTabStrings  

FreeDDEHandle  xxxFreeDDEHandle  

ClientFreeDDEHandle  xxxClientFreeDDEHandle  
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Locating Undecorated Functions 

Undecorated functions that 
potentially may invoke 

callbacks  

Search for functions that may 
call KeUserModeCallback  or 

leave the user critical section  
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Object Locking 

ÅObjects expected to be valid after the kernel 
leaves the user critical section, must be locked 

ÅThe cLockObj field of the common object header 
stores the object reference count 

ÅTwo forms of locking 

ÅThread locking 

ÅAssignment locking 
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Thread Locking 

ÅUsed to lock objects or buffers within the context 
of a thread 
ÅThreadLock* (inlined mostly) and ThreadUnlock* 

ÅEach thread locked entry is stored as a TL structure 
Åkd> dt win32k!_TL 
Å+0x000 next : Ptr32 _TL 
Å+0x004 pobj : Ptr32 Void 
Å+0x008 pfnFree : Ptr32 Void  

ÅPointer to the thread lock list is stored in the 
THREADINFO structure of a thread object 

ÅUpon thread termination, the thread lock list is 
processed to release any outstanding entries 
ÅxxxDestroyThreadInfo -> DestroyThreadsObjects 
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Thread Locking By Example 

xxx function = 
possible callback  

Object lock count 
incremented  

Thread lock entry 
added to TL list  

Thread lock 
released  
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Assignment Locking 

ÅThe handle manager provides functions for 
thread independent locking of objects 
ÅHMAssignmentLock(Address,Object) 

ÅHMAssignmentUnlock(Address) 

ÅAssignment locking an object to an address 
with an initialized pointer, releases the existing 
reference 

ÅDoes not provide the safety net thread locking 
does 
ÅE.g. if a thread termination occurs in a callback, the 

thread cleanup code must release these references 
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Object Locking Vulnerabilities 

ÅAny object expected to be valid after a user-
mode callback should be locked 

ÅSimilarly, any object that no longer is used by a 
particular component should be released 

ÅMismanagement in the locking and release of 
objects could result in the following 

ÅNo retention: An object could be freed too early 

ÅNo release: An object could never be freed, or the 
reference count (e.g. 32-bit on x86) could wrap 



11. august 2011 

Object Use-After-Free 

Kernel  User  

Get  object  
pointer  

User -mode 
callback  

User -mode 
function  

Absent locking  

Operate on 
object  

Use after free  

Free object  
e.g. DestroyWindow ()  
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Window Object Use-After-Free 

ÅIn creating a window, an application can adjust 
its orientation and z-order using a CBT hook 

ÅZ-order is defined by providing the handle to the 
window after which the new window is inserted 

Åwin32k!xxxCreateWindowEx failed to properly 
lock the provided z-order window 

ÅOnly stored a pointer to the object in a local variable 

ÅAn attacker could destroy the window in a 
subsequent user-mode callback and trigger a 
use-after-free 
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Window Object Use-After-Free 

User -mode callback(s)  

DestroyWindow (hwnd )  
Operate on freed 

object  

Get object pointer from handle 
(cbt.hwndInsertAfter )  
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Keyboard Layout Object Use-After-Free 

ÅIn loading a keyboard layout, 
win32k!xxxLoadKeyboardLayoutEx did not lock 
the keyboard layout object 

ÅPointer stored in local variable 

ÅAn attacker could unload the keyboard layout 
in a user-mode callback and thus free the 
object 

ÅSubsequently, upon using the object pointer 
the kernel would operate on freed memory 
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Keyboard Layout Object Use-After-Free 

User -mode callback(s)  

UnloadKeyboardLayout  (hkl )  

Pointer to freed 
memory  Operate on freed 

object  

Get object pointer 
from handle ( hkl )  



11. august 2011 

Object State Validation 

ÅObjects assumed to be in a certain state should 
always have their state validated 

ÅUsually involves checking for initialized pointers or 
flags 

ÅUser-mode callbacks could alter the state and 
update properties of objects 

ÅA drop down menu is no longer active 

ÅThe parent of a window has changed 

ÅThe partner in a DDE conversation terminated 
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DDE Conversation State Vulnerabilities 

ÅDynamic Data Exchange (DDE) 

ÅLegacy protocol using messages and shared memory to 
exchange data between applications 

ÅSeveral functions did not sufficiently validate DDE 
conversation objects after user-mode callbacks 

ÅUsed to copy data in and out from user-mode 

ÅAn attacker could terminate a conversation in a 
user-mode callback and thus unlock the partner 
conversation object 

ÅCould result in a NULL pointer dereference as the function 
did not revalidate the conversation object pointer 
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DDE Conversation Message Handling 

Client  
Window  

Conversation 
Object  
(Client)  

Server  
Window  

Message Transmit  

Conversation 
Object  

(Server)  

Data Copy  Data Copy  

PostMessage  / 
GetMessage  

PostMessage  /  
GetMessage  

DDE 
Handling  

DDE 
Handling  

Kernel  

User -mode 
callback  

User -mode 
callback  
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DDE Conversation Object NULL Dereference 

Possible NULL pointer 
dereference  

User -mode callback(s)  

Terminate the conversation 
in a user -mode callback  

Copy data to be sent in from 
user -mode  
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Buffer Reallocation 

ÅMany user objects have item arrays or other 
forms of buffers associated with them 
ÅE.g. menu items array 

ÅItem arrays where elements are added or 
removed are often resized to conserve memory 
ÅBuffer freed if the array is empty 

ÅBuffer reallocated if elements is above or below a 
certain threshold 

ÅAny buffer that can be reallocated or freed 
during a callback must be checked upon return 
ÅFailure to do so could result in use-after-free 
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Buffer Reallocation 

Get pointer 
to array  

Get number 
of items in 
array (k)  

Item = 
array[n]  

Operate on item  
(user -mode 

callback)  

if (++n < 
k)  

Resize or 
delete array 
in callback  

Should revalidate 
buffer pointer  

Kernel  User  

Should revalidate  
number of items 

(k)  
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Menu Item Array Use-After-Frees 

ÅMenus may hold an arbitrary number of menu 
items 
ÅStored in a dynamically sized array pointed to by the menu 

object structure (win32k!tagMENU) 

ÅWin32k did not revalidate the menu items array 
pointer after user-mode callbacks 
Åbƻ ǿŀȅ ǘƻ άƭƻŎƪέ ŀ ƳŜƴǳ ƛǘŜƳ 

Å!ƴȅ ΨȄȄȄΩ ŦǳƴŎǘƛƻƴ ƻǇŜǊŀǘƛƴƎ ƻƴ ƳŜƴǳ ƛǘŜƳǎ ǿŀǎ 
potentially vulnerable 

ÅAn attacker could cause the buffer to be 
reallocated in a callback and trigger a use-after-
free 




