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Who am |

A Security Researcher at Norman
A Malware Detection Team (MDT)

A Interests
A Vulnerability research
A Operating system internals

A PastWork

A Kernel Pool Exploitation on Windows
A Mitigating NULL Pointer Exploitation on Windows



About this Talk

A Several vulnerability classes related to
windows hooks and usemode callbacks

A Null pointer dereferences
A Useafter-frees

A Resulted in 44 patched privilege escalation
vulnerabilities in MS11034 and MS11054

A Several unannounced vulnerabilities were also
addressed as part of the variant discovery process

A Requires understanding of several mechanisms
specific to NT and win32k
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Introduction

Win32k and UseiMode Callbacks



Win32k

A The Windows GUI subsystem was traditionally
Implemented In usermode

A Used a clienserver process model

A In NT 4.0, a large part of the server component
(in CSRSS) was moved to keFnebde

A Introduced Win32Kk.sys

A Today, Win32k manages both the Window
Manager (USER) and the Graphics Device
Interface (GDI)



UserMode Callbacks

A Allows win32k to make calls back into user
mode and operate on usemode data
A Invoke application defined hooks
A Provide event notifications
A Read and set properties in userode structures

A Implemented in the NT executive
A nt'lKeUserModeCallback
A Works like a reverse system call



Win32k vs. UseMode Callbacks

A Win32k uses a global locking design in creating
a threadsafe environment

A Presumably remnants of the old subsystem design
Al ffol O1la aAyidSNNHzLIG ¢
allow win32k structures and object properties

to be modified

A Insufficient checks or validation may result in
numerous vulnerabillities
A Useafter-frees
A NULL pointer dereferences

A ++



Previous Work

A Mxatone - Analyzing local privilege escalations in
win32k (Uninformed vol.10)

A Insufficient validation of data returned from userode
callbacks

A Win32k Window Creation Vulnerabilities

A CVE20100484 (MS1@32)
A Window parent not revalidated after callbacks

A CVE2010-1897 (MS1@48)
A Pseudo handle provided in callback not sufficiently validated

A StefanEsser State of the Art Post Exploitation in
Hardened PHP EnvironmentBlackHatUSA 2009)

A Interruption vulnerabilities



Goals

A Show how usemmode callbacks without very
stringent checks may introduce several subtle
vulnerabllities

A Show how such vulnerabilities may be
exploited using pool and kernel heap
manipulation

A Propose a method to generically mitigate
exploitability of NULL pointer dereference
vulnerabilities



Win32k

Architecture and Design



Windows NT 3.51

A Modified microkerneldesign

A Filesystems, network protocol$PC, andiriversare
Implementedin kernelmode

A Followed a more pure microkernel approach in
its implementation of the GUI subsystem

A Window Manager and GDI implemented in the
ClientServer Runtim&ubSystenfCSRSS)

A Optimized for performance
A Shared memorgesign
A Pairedthreadsbetween client and serveFastLPL



Windows NT 3.51 Win32 Subsystem

. . Text windowing
Client Server Runtime support

SubSystem (CSRSS)

Console ( Drawing library for
graphics output devices
Handles input and L Window : ) [
fT Subsystem
Supports all components Operating System Graphics Device
in the subsystem Functions Drivers Hardware dependent
fr x graphics drivers
1
Usern |
_________________ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
I
Kernel! I
A 4

Executive Services

Microkernel

HAL




Drawbacks of the NT 3.51 Design

A Graphics and windowing subsystem have a very
high rate of interaction with hardware

A Video drivers, mouse, keyboard, etc.

A Clientserver interaction involves excessive
thread and context switching

A Greatly affects graphics rendering performance

A High memory requirements

A Uses 64K shared memory buffer to accumulate and
pass parameters between the client and server



Windows NT 4.0

A Moved the Window Manager, GDI and graphics
device drivers to kernemode

A Introduced win32k.sys

A Eliminated the need for shared buffers and
paired threads
A Results in fewer thread and context switches
A Reduces memory requirements

A Some old performance tricks were still
maintained

A E.g. caching of management structures in the user
YZ2RS LIEZ2NIAZY 2FspackS Of A Sy



Win32k.sys in Windows NT 4.0

Console CSR
Subsystem
1
User :
____________________ e e e e e e e e e e e e e e e
|
Kernel! I
1
v
Window Graphics Graphics
Manager Device Interface Device Drivers
Microkernel Win32k.sys
HAL




Win32k

A Kernel component of theVin32 subsystem

A Implements the kernel side of
A Window Manager (USER)
A Graphics Device Interface (GDI)
A Providesthunksto DirectX interfaces
AHash 0 Qa 2¢gy aéaiasSy Ol f ¢
A More than 800 entries on Windows 7
A win32k!'W32pServiceTable



Window Manager (USER)

A Several responsibilities
A Controlswindow displays
A Manages screen output
A Collects input from keyboard, mouse, etc.
A Calls applicatiomlefined hooks
A Passes user messages to applications
A Manages user objects

A The component this talk will focusn



Graphics Device Interface (GDI)

A Manages the graphics output and rendering
A Libraryof functions for graphics output devices

A Includes functions for line, text, and figure drawing
and for graphics manipulation

A Manages GDI objects such as brushes, pens, DCs,
paths, regions, etc.

A Provides APIs for video/print drivers

A Slow compared to Direct2@irectWrite
A Will probably be replaced at some point



DirectXThunks

A Entry pointthunks for DirectX support
A NtGdiDd or NtGdiDDA

A Calls corresponding functions in the DirectX
driver
A dxg.sys (XDDM) or dxgkrnl.sys (WDDM) depending on
the display driver model used

A Display drivers hook DXG interfaces to
hardware accelerate or punt back tGDI



Window Manager

User Objects and Thread Safety



User Objects

A All user handles for entities such as windows and
cursors are backed by their own object

A Allocated in win32k!HMAIllocateObject

A Each object type is defined by a unique structure
A win32k!tagWND
A win32k!tagCURSOR

A User objects are indexed into a dedicated handle
table maintained by win32k

A Handlevalues aretranslated into object pointers
using the handle manager validatioAPIs

A win32k!HMValidateHandle(..)



User Object Header

A Every user object starts with a HEAD structure

A kd>dt win32k!_HEAD
A +0x000 h : Ptr32 Void  // handle value
A +0x004cLockObj Uint4B /I lock count

A The lock countracksobject use
A An object is freed when the lock count reaches zero

A Additional fields are defined if the object is owned
by a thread or process, or associated with a
desktop

A win32k! THRDESKHEAD
A win32k! PROCDESKHEAD



User Handle Table

A All user objects are indexed into a peession
handle table

A Initialized in win32k!'Win32Userlnitialize

A Pointer to the user handle table is stored in the
win32kltagSHAREDINFO structure

A user32!gSharedinfo (Win 7) or win32klgSharedinfo
A kd>dt win32k!ltagSHAREDINFO

A +0x000 psi . Ptr32tagSERVERINFO

A +0x004aheList . Ptr32 HANDLEENTRY
A +0x008HeEntrySize  : Uint4B

A +0x00mDisplinfo : Ptr32tagDISPLAYINFO

A +0x010ulSharedDelta : Uint4B



User Handle Table Entries

A Each entry in the user handle table is represented
by a HANDLEENTRY structure

A kd>dt win32k!_ HANDLEENTRY

A +0x000phead : Ptr32 _HEAD
A +0x004pOwner : Ptr32 Void

A +0x008bType : Uchar

A +0x009%Flags : Uchar

A +0x00awUniq - Uint2B

A Holds pointers to the object, its owner, type, flags,
and a unique seed for the handle values
A handle =handle_table index (wUnig<< 0x10)
A wUniqgis incremented on object free



User Handle Table Entries

bType | bFlags
0 0 0 0 0
ffod1d28 0 c 0 1
ffobd498  ffb09678 1 40 1
ffb658f0 ffbbc958 3 1
ff650618  ffb09678 1 1
ffb64918  ffbbc958 3 1
Pointer to object g
in kernel memory Obiject type (e.g. Unique
window, cursor, counter
Pointer to owner menu, etc.)
(THREADINFO or 4
PROCESSINFO) Object flags (e.g.
being destroyed)




User Objects In Memory

A User objects are stored in theession poglthe
desktop heajpor the shared heap

A Set in the handle type information table
(win32k!gahti)

A The desktop heap and shared heap are read
only mapped into user address space
A Used to avoid kerndtansitions

A Objects associated with a particular desktop
are stored on the desktop heap

A Remaining objects are stored in the shared
heap or the sessiopool




Handle Table & Objects In Memory

User Kernel

/ Application ( Read-only

mapped memory

Desktop Heap 4

Object Object

Session
Shared Section / Shared Section \ Pool
User Handle User Handle Table Object
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Shared Heap Object ,
[ Shared Heap j Object Object

|
|
1
1
Desktop Heap <:|
1
1
1
|
|
|
|
|
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|
|
|
|
|
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1

S 7/




Shared Section User Mapping

A The shared section is mapped into a GUI process
upon initializing the client Win32 subsystem
A Essentially means loading user32.dl|
A Mapping itself is performed by CSRSS in calling

NtUserProcessConne@hitMapSharedSectign

A The user handle table, at the base of the shared
section, can be obtained Iin at least two ways
A From user3gSharedinfqexported on Windows)

A From the connection information buffer returned by
CsrClientConnectToServapon specifying
USERSRV_SEVERDLL_INDEX (3



Handle Table From Usdvlode

e C:AWINDOWSA\system 3 2\cmd.exe - sharedinfo.exe

306~ 3030 -0 -J0F -0 -0 -J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0E 30 30 3030 30 30 30 30 3030 30 3030 30 30 30 30 303030 30 30 30 30 30 30 30 3030 30 30303000

Handle

306~ 3030 -0 -J0F -0 -0 -J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0F-J0E 30 30 3030 30 30 30 30 3030 30 3030 30 30 30 30 303030 30 30 30 30 30 30 30 3030 30 30303000

Index

[AAE2 1
[ABE4 ]
[ABEG ]

[BBES8 ]
[BB8a ]
[BBEC ]
[BB8e ]
[B618]
(8612 ]
[B6814]

1868608
18861
186862
18883
186804
18885
186806
186847
180688
10609
18688a
16888h
1888c
16868ad
1888e
1066f
186818
18811
18812
10613
186814
10015

Ohject

a
hcS5dibh48
elal2698
el5a?if8
hecbBBGed
elb3ch7B
hctBBE1E
el5aeedB
hctBB?48
elS5aeelB
hcoBBags
elSadhiB
hco2Bbed
el7c2658
hco2B818
el7ciblB
hct28%48
el7h22al
hco2Bag8
el?d7e2B
hctlBbed
el7d7dcB

Ouner

A

A
elal3Bag
el5ad6s0@
elal3Bag
el5ad6s0@
elal3Bag
el5ad6s0@
elal3Basg
el5ad6s0
elal3Bas
el5ad6s0
elal3Bas
el5ad6s0
elal3Bas
el5ad6s0
elal3Bas
el5ad6s0
elal3Bas
el5ad6s0
elal3Bas
el5ad6s0

[FLY T o FLY oy T o FLY oy FLY g FLY P PR P B

Tupe

{Freel
(Monitor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
CIconsCursor?
Hindow?
ClconsCursor)




Desktop Heap User Mapping

A For each GUI thread, win32k maps the associated
desktop heap into the usemode process

A Performed by win32k!MapDesktop

A Information on the desktop heap is stored in the
desktop information structure
A Holds the kernel address of the desktop heap

A Accessible from usenode
A NtCurrentTelp)->Win32Clientinfo.pDesklInfo

A kd>dt win32k!tagDESKTOPINFO
A +0x000pvDesktopBase : Ptr32 Void
A +0x004pvDestkopLimit : Ptr32 Void



KernekMode -> UsetMode Address

A Userspace address of desktop heap objects are
computed usingulClientDelta

A NtCurrentTel)->Win32Clientinfo.ulClientDelta

A Userspace address of shared heap objects are
computed usingulSharedDelta

A Defined inwin32k!tagSHAREDINFO

Desktop Heap
Window J Cursor

Kernel

ulClientDelta

Desktop Heap
Window J Cursor J

User




User Object From Usévlode

[#] Dumpin®bGhject data for handle: 28676

HABA6h | BEEZEA%6 HRPRREAL |e183F 7208
HA1 k- EdCcoln8 HHHHNAAAE SHBEA3 060
AAZ2Bh: 54809945 HPPRPEERE ARBBREEA
AA30h: BEAAAAAA hhedcV68 BBBBBOOO
AA0EEEEE AEARARA4 PBRBBE17c
ABBEEAA4 ARRRE1 Vo

[5]6]5]5]5]5]5]5]

[516]5]6]6]6]5]E]

[5]6]5]5]5]5]5]5]

[516]5]6]6]6]5]E]

81846238
cBARRE AR
HAARRAAA
HRERERAA
51551501514
HRERAR2 6
bhe8c780
HREREREA
HAABAAA4
#0A% 588

SettingsswmuaresDeszktopr

R . JR
L .




User Object Types

A On Windows 7, there are 21 different user
202S0O0 0eéLlsSa oHH AYyOf dzZ
ALY Of dzZRSa Wi2dzOKQ IyR WwW3S3

A Information on each type is stored in the
handle type information table
A win32k!ghti (undocumented structure)

A Defines the destroy routines for each type

A Defines target memory location (desktop/shared
heap, session popl



User Object Types #1

0

© 00 N o 0o b~ w DN -

=
o

* Stored on the

TYPE OWNER MEMORY

Free
Window

Menu

Cursor
SetWindowPos
Hook
Clipboard Data
CallProcData
Accelerator
DDE Access

DDE Conversation

Thread

Process
Process
Thread
Thread

Process
Process
Thread
Thread

desktop heap if the window is associated with a

desktop

Desktop Heap /
Session Pool *

Desktop Heap
Session Pool
Session Pool
Desktop Heap
Session Pool
Desktop Heap
Session Pool
Session Pool

Session Pool



User Object Types #2
_

DDE Transaction Thread Session Pool
12 Monitor Shared Heap
13 Keyboard Layout Session Pool
14 Keyboard File Session Pool
15 Event Hook Thread Session Pool
16 Timer Session Pool
17 Input Context Thread Desktop Heap
18 Hid Data Thread Session Pool
19 Device Info Session Pool
20 (Win 7) Touch Thread Session Pool
21 (Win 7) Gesture Thread Session Pool



User Critical Section

A Unlike NT, the Window Manager does not
exclusively lock each user object

A Implements a global lock per session
A Each kernetoutine that operates ornwin32k

structuresor objects mustfirst acquire a lock
on win32klgpresUser

A Exclusive lock used if write operations are involved
A Otherwise, shared lock issed

A Clearly not designed to be multithreaded

A E.gtwo separate applications in the same session
cannotprocessheir message@ueuessimultaneously



Shared and Exclusive Locks

[y

s

; Attributes: bp-based frame

; _ stdcall HtUsercheckDesktopByThreadId(x)
_HtlUserCheckDesktopByThreadld@4 proc near

var_b= dword ptr -4

arg_8= dword ptr 8

mov edi, edi Acquire shared lock
push ebp

mov ebp, esp

push ecx

push esi

call _EnterSharedCrit@0 ; EnterSharedCrit()
mou esi, eax

call ds:__imp_ PsGetCurrentProcess@@ ; PsGetCurrentProg
push eax

call _IsProcessDum@ly ; IsProcessDunix)

test eax, eax

jnz short loc BF844222

Attributes: bp-based frame

; int __stdcall HtUserSwitchDesktop{HANDLE Handle, int)
_HtUserSwitchDesktopE8 proc near

var_18= byte ptr -18h
var_4= dword ptr -4

Handle= dword ptr 8
arqgq_4= dword pty 8CHh

mou edi, edi

push ebp

mov ebp, esp

sub esp, 16h

push esi

call _UserEnterUserCritSec@@ ; UserEnterlUserCritSec()
mov eax, _gptiCurrent
Ror esi, esi

test dword ptr [eax+d
jz short loc_BF8198

Acquire exclusive lock

{




UserMode Callbacks

Kernel to User Interaction



UserMode Callbacks

A In interacting with usermode data, win32k is
required to make calls back into usenode

A Lead to the concept of usenode callbacks

A Implemented innt!KeUserModeCallback
A Works like a reverse system call

A Previously researched by IvanlefOu angatone
among others

A Used extensively in user object handling
A Some user objects store data in useode



KeUserModeCallback

A NTSTATUS KeUserModeCallback (
N ULONG ApiNumber,

N PVOID InputBuffer,

N ULONG InputLength,

OUT PVOID * OutputBuffer,

IN PULONG OutputLength

A ApiNumberis anindexinto the usermode callback
function table

A Copiedto the Proces€Environment Block (PEB) during the
Initialization of USER32.dll in a given process

A kd> dt nt!_PEB KernelCallbackTable
A +0x02c KernelCallbackTable : Ptr32 Void




KeUserModeCallbackternals

A In a system call, a trap frame is stored on the
Kernel thread stack bKiSystemServicer
KiFastCallEntry

A Used to savéhread context andestore registers
upon returning to usemode

A KeUserModeCallbacg&reates a new trap frame
(KTRAP_FRAME) before invokiKiperviceExit

A Sets EIP to ntdll'KiUserCallbackDispatcher
A Replaces TrapFrame pointer of the current thread

A Input buffer is copied to the usemode stack




KeUserModeCallback

Create new TRAP_FRAME and set
EIP to KiUserCallbackDispatcher

Restore original

TRAP_FRAME

\.
NtCallbackReturn J
NTOSKRNL Ny \ ?
1
Switch to kernel Restore original 1
callback stack = = - ' kernel stack - 1- ————————
1
!
| ]
1
KiUserCallbackDispatcher J NtCallbackReturn J
! NTDLL \ &
1 1
I I
: KernelCallbackTable 1
: ﬁ'_/ ___ ClientLoadLibrary :
1
eeeeeceeecccceeeme======d)  ClientEventCallback pr==d
“kd> dps poi(7fidao0o+2) 69 | H
> dps poi a000+2c¢
75ccf620 75ch6443 user32!__fnCOPYDATA USER32 :
75ccf624 75cff0ed user32!__fnCOPYGLOBALDATA 1
75ccf628 75cc736b user32!  fnDWORD *

75ccf634 75cfflbe user32!_ fnINOUTDRAG
75ccf638 75ce6cedO user32!  fnGETTEXTLENGTHS
75ccf63c 75cff412 user32! fnAINCNTOUTSTRING

I
I
1
I
1
75ccf62¢c 75¢chd603 user32!__fnNCDESTROY : } e
75ccf630 75ce50f9 user32! fnDWORDOPTINLPMSG I CallbackFunction & User application
I \ /
I
1
1
o



Kernel Callback Stack

A On Vista/Windows 7, the kernel creates a new kernel
thread stack for use during the usenode callback

A Windows XP would simply grow the existing stack
A The new trap frame is stored on the new kernel stack

A Information on the previous kernel stack is stored in a
KSTACK ARIESKucture

A Stored at the base of every kernel thread stack

kd> dt nt! KERNEL_STACK_CONTROLb
+0x000 PreviousTrapFrame : Ptr32

| :
! I
: +0x000 PreviousExceptionList : Ptr32 :
lrkd> dt ntl KSTACK AREA : : +0X004 StackControlFlagS U|nt4B 1
: +0x000 FnArea . ENSAVE FORMAT 1] +0x004 PreviousLargeStack . Pos 0, 1Bit :
R— p— I . . .
| +0x000 NpxFrame : _FXSAVE_FORMAT | TOx004 PreviousSegmentsPresent | Pos 1 1Bl :
1 +Oxle0 StackControl : _KERNEL_STACK_CONTROL] I X xpandt-afloutstac - 908 & 2Bl I
| +Oxlfc CrONpxState  : UintdB I 1 +0x008 Previous  : KERNEL_STACK_SEGMENT I
: +0x200 Padding : [4] Uint4B 1 +0x000 StackB_as_e : U!nt4B :
e S | : +0x004 StackLimit : Uint4B I
I +0x008 KernelStack : Uint4B :
: +0x00c InitialStack : Uint4B I
I +0x010 ActualLimit : Uint4B :
e o e e e e e e .



Kernel Callback Stack Layout

Kernel callback stack

New stack pointer
(ESP/RSP)

Trap frame with EIP =
KTRAP_FRAME > ntdll!KiUserCallbackDispatcher

KSTACK_AREA

Information on previous [
trap frame and kernel stack
(address, etc.)

- I : Kernel stack base



NtCallbackReturn

A NTSTATURtCallbackReturrf

N PVOID Result OPTIONAL,
N ULON@esultLength

N NTSTATUS Stajus

A Used to resume execution in the kernel after a
usermode callback

A Copies the result of the callback back to the
original kernel stack

A Restores original trap frame and kernel stack by
using the information held in the KSTACK_AREA

A Deletes the kernel callback stack upon completion




Applications of UseiMode Callbacks

A Usermode callbacks allow win32k to perform a
variety of tasks
A Invoke applicatiorspecific windows hooks
A Provide event notification
A Copy data to and from usenode (e.g. for DDE)

A Hooks allow users to execute code in response
to certain actions performed by win32k
A Calling a window procedure
A Creating or destroying
A Processing keyboard or mouse input



Windows Hooks

A Set using the SetWindowsHook APIs
A Invoked by the kernel through calls to xxxCallHook

A Typically used to monitor certain system events
and their associated paramters

A May alter function parameters depending on
the type of hook

A E.g. change the-ardering of a window in a create
window hook

A Processed synchronously

A The usermode hook is called immediately at the time
when the appropriate conditions araet



CreateWindow CBT Hook Example

User Kermet|
Application calls ~ ____|____ > Creates window  _____ > Assigns class to Lo
CreateWindowEx object window object :
I
I
I
I
I
I
I
:
LR = e Trrrrrrres > Invoke CBT hook (if set) ¢-=-==—====
Hook Function
1
I
I
L e .
I
I
1
v
Handle returned to Sends WM_CREATE Sends
- bl LLL B L1 > 4-- WM_NCCREATE
application message
message




Event Hooks

A Set using the SetWinEventHook APIs

A Invoked by the kernel through calls to
xxxWindowEvent

A Used to notify a usemode process that a
certain event occured or Is about to occur
A E.g. inform that a new window has been created
A Canbe processed both synchronously and
asynchronouslydeferred events)

A In the latter case, the kernel calls
xxXXFlushDeferredWindowEvents flush the event
gueue



Kernel Attacks through UseWode
Callbacks

Vulnerabilities in Win32k



User Critical Section vs. Callbacks

A Whenever a callback is executed, the kernel
leaves the win32k user critical section

A Allows win32k to perform other tasks while user
mode code Is being executed

A Upon returning from a callback, win32k must
ensure that referenced objectare still in the
expected state

A E.g. a callback could c8ktParenf) to update the
parent of awindow

A Insufficient checks may lead to vulnerabilities



Function Name Decoration

A Win32k.sys usefunction name decoration tckeep
track of functions that leave the critical section

At NBTAESRzzZZEEE¢ | YR a
A FunctionsLINEG T A E $By leavie tadctitical
section and invokea usermode callback

A May sometimes require a specific argument or set of
arguments to trigger the actual callback

ACdzy Ol A 2 Y &zZLINSFLIAECH R fd@ A Y
event callback

A However, if win32k!gdwDeferWinEvent is null, an
Immediate callback is performed



Function Name Decoration Issues

A Functions that leave the critical section and invoke
usermode callbacks are not alwaywefixed

A Could lead to invalid assumptions by the programmer
A Easy to spot usindpAPythorand cross referencing
AL O1 2F O2yairaiss Obdar§i o
A{2Y®Za Fdzy OllA2ya aSSY (2 AyC
gdwDeferWinEvenivhile others do not

Windows 7 RTM Windows 7 (MS11 -034)

MNRecalcTabStrings xxXMNRecalcTabStrings
FreeDDEHandle xxxFreeDDEHandle
ClientFreeDDEHandle xxxClientFreeDDEHandle



Locating Undecorated Functions

Eile

(% IDA - L\vesearchike

Edit

Jump  Search  View Debugger

Python

Windows

II-III-II--_--I-I---I-_---I E—

Options

Help

MNRecalcTabStrings(x,x,x,%,%,x)+3
MNRecalcTabStrings(x,%,x,%,%,%)+5
MNRecalcTabStrings(x,%,x,%,%,x)+8
MNRecalcTabStrings(x,%,x,%,%,x)+B
MNRecalcTabStrings(x,%,x,%,%,%)+E

MNRecalcTabStrings({x,x,x,x,%,x)+12
MNRecalcTabStrings(x,%,x,%,%,x)+15

MNRecalcTahfifrinag(x- R PR minal

FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
FUNCTION:
211 done. ..

_DrawCel FUNCTION -

_RawInpt .
TWin3azki FUNCTION -
_VideoBe FUNCTION:

UserIni .
TirRecal FUNCTION:
_DT_get: FUMCTICH:

—RePld FUNCTICN:
Zaplcti

“cance1s FUNCTION:
_Destzoy FUNCTION:

_RawInputThread@4 —-> _xxxRellé ->
_Win3ZkPnpNotify@d —-»
_WideoFortCalloutThread@4 -mmDispatchd
_UserInitialize@lO
_MNRecalcTabStrings@Zd
_DT_ GetExtentMinusPrefixes(
_Replyﬁessageﬂ4 -
_ZapictiveAndFocus@0 -3 _apffHookEls -

IDA View-A | @ Hex View-A | . Structures B | [j Enums | ii Imports | @ Exports £ |
MNRecalcTahStrlngs(x,x,x,x,x,x) arg_18 = dword ptr 18h -
MNRecalcTabStrings(x,%,x,%,%,X) arg_14 = dword ptr 1Ch
MNRecalcTabStrings(x,%,x,%,%,X)

MNRecalcTabStrings(x,%,x,%,%,X) mov edi, edi
MNRecalcTabStrings(x,%,x,%,x,x)+2 push ebp

potentially may invoke
callbacks

Undecorated functions that

00134230 E prmgcT TON - _ PostMessageExtende -
Cutput window FUNCTION: QueueNotifyMessage@zl -» L
FUNCILION: _Urestel prnaeTToN - - NotifyOverlayWindowds —-» 0o TIFonts@y -> __
FUNCTICH: _ PostMe b ndMessageCallback@3z -»
FUNCTION: _gueueNe FUNCTION: DrawlconCallBack@lé —> _ MINDEVICECHANGE@:Z ->
FUNCTICH: _ Notify FUNCTION- DIEWSWltEhWﬂdHllltE@ED —x% bdMessageCallback@sz ->
FUNCTION: Drawlece - axSenddessageCallback@3z -»
FUNCTION: Drawswi EUMCIICN: DrawCtlThumb@4 -> _wuxGetlsanndowbrocels -»

EE@3Z ->

atchM

HHHE

B4 ->

_SEnINDEVICECHRNGER3Z ->
__imp FEeUserModeCallback@20
_SEnINDEVICECHRNGER3Z ->

imp_ KelUserModeCallbackidd

_SEfnINDEVICECHANGER3Z ->

me -

-> _xxxSy

n'l@_lﬁ ->
-

-5

EyWinEvent@4 ->
_uxxSleginEventes ->

_SendDwn RdowSmIcon@l? -> _xxxClientCopyImage@il ->
“Usertny FUNCTION: CancelInputState@3 —» XMW, ..gsecupeo ->  imp  KeUserModeCallback@zd
_Clientt FTMCTICN : DestroyPendingDesktops@g -SUserMedelallback@z2o
FreeDDE . pdeCallback@Z0
"DT_Draf FONCTION: _SendDwmIconChange@d -> _Hh, o o iipocrezo
FUNCTION: _UserThreadCallout@8 -> _
~ FUMCTICN: _ClientPrinterThunk@ls -> |
Down  FUMCTIION: _FreeDDEHandle@lZ -»> _Clier

211 done...

_DT DrawStr@3s

=» _xxxClie

_SEnINDEVICECHANGERE3Z ->»
__imp FEeUserModeCallback@20
_SEnINDEVICECHANGERE3Z ->»
_SEfnINDEVICECHRNGE@3Z -»

__imp FeUserModeCallback@20

__imp FEeUserModeCallback@20
_SEnINDEVICECHANGE@3Z ->
eSystemCursorsFromBegistry@d ->
imp_ KeUserModeCallback@Z0
__imp FEeUserModeCallback@20
_ imp FKeUserModeCallback@Z0
_xxxClientCallWinEventProc@lZ ->
_xxxClientCallWinEventProc@lZ ->
_fnHkINLEMSEEZE ->

_xuaxClientLoadImage@Z8 ->

__imp FeUserModeCallback@20
__imp EeUserModeCallback@2Z0

__imp FKeUserModeCallback@Z0

__imp FKeUserModeCallback@Z0
_ imp KeUserModeCallback@zZ0
__imp FKeUserModeCallback@20

_ imp_ FKeUserModeCallback@z0
__imp FKeUserModeCallback@Z0

__imp FKeUserModeCallback@Z0
_ imp FKeUserModeCallback@Z0

Search for functions that may
call KeUserModeCallback or
leave the user critical section




Object Locking

A Objects expected to be valid after the kernel
leaves the user critical section, must becked

A ThecLockObfield of the common object header
stores the object reference count

A Twoforms of locking
A Thread locking
A Assignmentocking



Thread Locking

A Usedto lock objects or buffers withirthe context
of a thread

A ThreadLock (inlined mostly) andThreadUnlock

A Each thread locked entry is stored as a TL structure
A kd>dt win32k!_TL
A +0x000 next :Ptr32 TL
A +0x004pobj : Ptr32 Void
A +0x008pfnFree : Ptr32 Void

A Pointer to the thread lock list is stored in the
THREADINFO structure of a threablject

A Upon thread termination, the thread lock list is
processed to release any outstanding entries

A xxxDestroyThreadInfe> DestroyThreadsObijects



Thread Locking By Example

(= ]

HtlUserDragbDetect(x,x,x)
NtlUserDragbDetect(x,x,x)
NtUserDragDetect(x,x,x)
HtUserDragDetect(x,x,x)
HtUserDragbDetect(x,x,x)
HtlUserDragbetect(x,x,x)
NtlUserDragbDetect(x,x,x)
NtUserDragbDetect(x=,x,x)
HtUserDragDetect(x,x,x)
HtUserDragbDetect(x,x,x)
HtlUserDragbetect(x,x,x)

; Attributes: bp-based frame

; _ stdcall HtUserDragDetect(x, x, %)

_HtUserDragDetectE12 proc near

t1= _TL ptr -8Ch
hwnd= dword ptr 8

arg_4= dword ptr BCh
arg_8= dword ptr 18h

NtlUserDragbDetect(x,x,x)

NtUserDragbDetect(x,x,x) mou edi, edi
NtUserDragDetect(®,x,x)+2 push ebp
HtUserDragDetect (x,x.x1+3 moy ehn. esp
HtlUserDragDetect (=, i o5 =
NtlUserDragDetect(x,
:Eﬂsergraggezecnx,xHtUSErDragDEtect(x,x,x)+1E
serDragletect(x . -
Nwsernragnetect(x,, HtUserDragDetect(x,x,=)+1E loc_BF9S667F: ] Thread lock entry
NtUserbragbetect(x,d HEUserDragbetect (x,x,x)+1E mou ecx, _gptiCurrent dded to TL list
NtUserdragdetect(x. 4Nt |serDragDetect (x,%,%)+24  add ecx, tagTHREADINFO.ptl R RPR IS
HtUserDragDetect{x,x,x)+2A mou edx, [ecx]
HtUserDragDetect({x,x,x)+2C mou [ebp+tl.next], edx
HtUserDragDetect{x,x,=)+2F lea edz, [ebp+tl]
HtUSErDragnetect(x 4 x)+32 mov [ecx], edx
HtUserD mov [ebp+tl.pobj], eax
HtlUser oo function = inc [eax+tagWHD.head.cLockDbj]
HtUser g push [ebp+arg_8]
possible callback —
Htlserl push [ebp+arg_u4] .
- Object lock count
HtUserDragDetect(x,x,= push eax : ted
HtUserDragDetect({x,x x)ﬂn call _xuxDragbetect@12 ; =xxD I
HtUserDragDetect({x,x,x)+46 mou esi, eax
HtUserDragDetect{x,x,=)+48 call _ThreadUnlock1@8 ; ThreadUnlocki({)

Thread lock
released




Assignment Locking

A The handle manager provides functions for
thread independent locking of objects
A HMAssignmentLog¢Rddress,Objeqt
A HMAssignmentUnlo¢addres$

A Assignment locking an object to an address
with an initialized pointer, releases the existing
reference

A Doesnot provide the safety net thread locking
does

A E.g. if a thread termination occurs in a callback, the
thread cleanup code must release thasderences



Object Locking Vulnerabillities

A Any object expected to be valid after a user
mode callback should b&cked

A Similarly, any object that no longer is used by a
particular component should beeleased

A Mismanagement in the locking and release of
objects could result in the following
A No retention: An object could be freed too early

A No release: An object could never be freed, or the
reference count (e.g. 3Bit on x86) could wrap




Object UseAfter-Free

User Kemel|
Get object
pointer
I
|
Free object ! Absent locking
e.g. DestroyWindow () 1
L 4
User-mode €——dmm e User-mode
function callback

Use after free

==———

Operate on
object




Window Object UséAfter-Free

A In creating a window, an application can adjust
Its orientation and zorder using a CBT hook

A Z-order is defined by providing the handle to the
window after which the new window Is inserted

A win32k!xxxCreateWindowEx failed to properly
lock the provided zorder window
A Only stored a pointer to the object in a local variable
A An attacker could destroy the window in a

subsequent usemode callback and trigger a
use-after-free



Window Object UséAfter-Free

il e =

1lea eax, [ebp+cstruct]

mou [ebp+cbt.lpcs], eax

moy [ebp+cbt.hwndInsertafter], edi

push 5 -

lea eax, [ebp+cbt] = =

push eax mou eax, [ebp+cstruct.x]

push dword ptr [ebx] ([mov [ebp+pos_x], eax

push HCBT_CREATEWHD mov eax, [ebp+cstruct.y]

call _xxxCallHook@16 ;(mov [ebp+pos_y], eax

test eax, Bax mov Ea:,[ehP+c5truct._cx] Get object pointer from handle

inz loc BF89365C mou ebp+x_size], eax

1 = — Eax'j [Ehp+c;truct.cy] (cbt.hwndinsertAfter )
movy [ebp+y_size], eax
push [ebp+cbt .hundInsertAfter]
call _PUInsertAfter@4 ; PUWInsertAfteri{x)
mov [ebp+pundInsertAfter], eax ; window object pointer
jmp short loc BF892EB1

I
\ 4

User -mode callback(s)

) T ]
Operate on freed 4 )

object DestroyWindow (hwnd )

\ A
Wagzu:
push esi
push [ebp+pundInsertafter]
push ebhx
call _LinkWindowiE12 ; LinkUWindow{=,=,x)
push a
push 18h
push esi
call _zzzLockDisplayAreanndInvalidateDCCachel@12 ; zzzlockDisplayfAreadndInvalidateDCCache(x,x,x)
mov eax, [ebp+undParent]

[NORMAN



Keyboard LayouObject UseAfter-Free

A In loading a keyboard layout,
win32k!xxxLoadKeyboardLayoutEx did not lock
the keyboard layoutobject

A Pointer stored in local variable

A An attacker could unload the keyboard layout
In a usermode callback and thus free the
object

A Subsequently, upon using the object pointer
the kernel would operate on freeadnemory



Keyboard Layout Object Uskfter-Free

J—

il s
push [ebp+hKk1]
PU?IT Eﬂ;Lt PKLES t keyb d1l t obj t Get ObjeCt pOinter
ca _ 0 ; get keyboard layout objecc
nou ebx, eax from handle ( hkl)
mov [ebp+pkl], ebx ; store pointer (not locked}
test ebx, ebx
jnz short loc_ BF8158ES
1
User -mode callback(s) e L Ll L L
—\ #
il e
[ UnloadKeyboardLayout  (hkl) loc BF8153F9:
mou edi, [ebp+ptiCurrent]
mov ebx, [ebp+pkl]
|
v
[ oL TagTARERD TNFO EL] Pointer to freed
ou eax, [edi+tag -p L
Operate on freed av [EDP"‘tl.I’IEHt], eax memory
object ea eax, [ebp+tl]
ebx

[edi+tagTHREADINFO.ptl], eax
[ebx+tagKL.head.cLockObj] ; freed memory

esi

[ebp+tl.pobj], ebx

_XXXSetPELinThreads@8 ; xzxxSetPELinThreads(x,x)
push 800060888h

push ebx

push [ebp+pwinsta]

call _ThreadUnlock1@8 ; ThreadlUnlock1(}

call _®xxInternalUnloadKeyboardLayout@12 ; xzx=InternalUnloadieyboardLayout(x,%,=)




Object State Validation

A Objects assumed to be in a certain state should
always have their state validated
A Usually involves checking for initialized pointers or

flags

A Usermode callbacks could alter the state and
update properties of objects
A A drop down menu is no longer active
A The parent of a window has changed
A The partner in a DDE conversatienminated



DDE Conversation State Vulnerabilities

A Dynamic Data Exchange (DDE)

A Legacy protocol using messages and shared memory to
exchange data between applications

A Several functions did not sufficiently validate DDE
conversation objects after usemode callbacks
A Used to copy data in and out from useiode

A An attacker could terminate a conversation in a

usermode callback and thus unlock the partner
conversation object

A Could result in a NULL pointer dereference as the function
did not revalidate the conversation object pointer



DDE Conversation Message Handling

Conversation Conversation
Object Object
(Client) (Server)

Message Transmit

o o o o PostMessage / PostMessage / |g¢ _ ______ .
| GetMessage GetMessage 1
| |
| DDE DDE !
i Handling Handling 1
I Kernel! I
| 1 1 |
- T i
:— ————————— == ————— - -:- User -mode ————I—————
1 : 1 callback I
¥ v v ad
[ Data Copy Data Copy
Client Server
Window Window
User-mode
callback




DDE Conversation Object NULL Dereference

il s =3

loc_BFE8FB899:

mov edi, [ebp+arg_u4]

lea eax, [ebp+P] . .

push eax Terminate the conversation

lea eax, [ebp+arg 4] in a user -mode callback

push eax

lea eax, [ebp+var_Ai]

push eax

push duord ptr [edi]

call #xxxCopyDdeIn@16 ; =xxCopybdeln(x,x,%,%) bt User-mode callback(s) }

mnou Ehx, eax
C ebx, 2
short loc_BF8FBBFC

——

Copy data to be sent in from

user - mode !
v

[
push [ebp+uar_ 4] ; int '
mou eax, [ebp+arg_#0] . .
push [ebp+F] ;P Possible NULL pointer
or dword ptr [eax], B8A0ABAAGH dereference
push a ; int
push [ebp+arg_X4] ; int
push offset xxxExecuteAck@12 ; int
push dword ptr [esi+1Bh] ; conversation object pointer
call _AnticipatePost@24 ; AnticipatePost(x,x,x,® %, %)
mou [edi], eax
test ePax, eax
jz short loc BFS8FBEBF9




Buffer Reallocation

A Many user objectshave item arrays or other
forms of buffers associated with them

A E.g. menu items array

A Item arrays where elements are added or
removed are often resized to conserve memory
A Buffer freed if the array is empty

A Buffer reallocated if elements is above or below a
certain threshold

A Any buffer that can be reallocated or freed
during a callback must be checkegbon return

A Failure to do so could result in uséter-free



Buffer Reallocation

I
Kermel| I User
I
Get number I
of items in |
array (k) I
Should revalidate :
: buffer pointer I
I
I
4 .
I
Get pointer ltem = Operate on item I Resize or
N Fa)lrra ----- arra [;] ------ > (user -mode 4--=-=9 delete array
y y callback) : in callback
I
T = '
1 I
Should revalidate : : I
number of items 1 I I
) | .
. 1 |
if (++n < 1
== I
K) |
I
I
I



Menu Item Array UséAfter-Frees

A Menus may hold an arbitrary number of menu
items
A Stored in adlynamically sized arrgyinted to by the menu
object structure (win32k!'tagMENU)
A Win32k did not revalidate the menu items array
pointer after usermode callbacks
Ab2 ¢l & (G2 aft201¢ | YSydz A0S
Al ye WYWEEEQ FdzyOlA2y 2LISNI GAY
potentially vulnerable
A An attacker could cause the buffer to be
reallocated in a callback and trigger a usfter-
free







